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1- General specs:
1.1.Web Content Management System that has high stability, high performance, and
security.
1.2.5calable CMS for high-traffic websites.
1.3.5upport Plenty of APIs like Custom Post Type (CPT), Taxonomies, and REST using
security token or equivalent,
1.4,Support SQL, MySQL database or equivalent.
1.5.Bootstrap and jQuery Support.
1.6.Responsive Design.
1.7.5EO Optimized.
1.8.Template Driven.
1.9. Prefer to have Drag Drop Page Builder.
1.10. Advanced Files Uploader (Foreground/Background).
1.11. Auto Thumbnail generation.
1.12. Powerful Media Management.
1.13. System should have Workflow.
1.14. Support Multi-paged posts for long posts.
1.15. Web and Email Notifications.
1.16. Advanced Search.
1.17. E-library for public.
1.18. The website should use SSL encryption.
1.19. Cross-Browser Compatibility, the website will be compatible with major web
browsers, ensuring consistent performance.




2- Staff private portal
2.1.  Private E-library for authenticated users with Al and advanced search
capabilities
2.2, Board meeting System {check number 6 below)

3. Azure Open Al Integration or equivalent
3.1.  Develop/Provide an Al-powered search feature (Cognitive Search) that
allows the public or staff to search a database of laws and frequently asked
questions (FAQs) related to AMR's work.

4. Mobile App Features

4.1.  Prefer to use a Native language such as Swift, Java.

4.2.  Mirror all website contents and services using AP| securely.

4.3.  Using Kuwait mobile ID (Public Authority for civil Information-PACI)
upon registration and login.

4.4.  Providing an annual subscription in the name of AMR in the following
application stores.

4.4.1. Apple AppStore.

4.4.2. Google Play store.

4.4.3. Huawei AppGallery store.

4.5.  The mobile applications should work on multiple devices and not
limited to.

4.5.1. iPhone devices.

4.5.2. iPad devices.

4.5.3. Android devices.

4.5.4. Huawei devices.

5. Microsoft CRM integration

5.1.Implement real-time synchronization between the website, mobile app, and
CRM to ensure consistent and up-to-date case information based on Kuwait
national ID (civil 1D).




6. Board meeting System Features

6.1.0nly authenticated users should have the ability to schedule a meeting.

6.2.Role-based access to ensure only authorized personnel can edit or delete
bookings.

6.3.Location selector with a dropdown menu and can add meeting agendas or
notes.

6.4.Integration with Microsoft Outlook calendar to allow users to synchronize
their meetings.

6.5.Display of available and occupied time slots.

6.6.Automatic email notifications for meeting confirmations, reminders, or
cancellations. SMS notification option if necessary.

6.7.The system MUST prevent meeting room double-booking by showing slots
that are already occupied as unavailable.

6.8.0ption to create/edit/view upcoming meetings for a user.
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o Penetration Testing report that include at least

=*Vulnerability Assessment:
Begin by conducting a thorough vulnerability assessment of your website's code,
infrastructure, and configurations.

» Authentication and Authorization:
Review how user authentication and authorization are implemented. Ensure




strong password policies, use multi-factor authentication where necessary, and
limit access to sensitive areas.

= Data Encryption:
Describe how sensitive data is encrypted in transit and at rest. Ensure that SSL/TLS
is implemented for secure communication and consider data encryption solutions
for database storage.

* Content Security Policy (CSP):
Implement a CSP header to mitigate cross-site scripting (XSS) and other code
injection attacks by defining which sources of content are considered trusted.

*Input Validation

*File Upload Security

*Error Handling

" Monitoring and Logging
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Enterprise Grade SSD 2x1 TB-RAID1 o
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App Service or virtual machine

Antivirus for Cloud

Application Gateway (load balancer}

Real-Time Monlitor

WAF and DDoS protection

RDS (Database)

Offsite Backup
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